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(54) Surface shape recognition apparatus and method 

(57) A surface shape recognition apparatus 
includes a detection circuit, comparison circuit, storage 
circuit, and control circuit. The detection circuit electri- 
cally detects a surface shape pattern in a partial region 
of the target collation surface of an object using a plural- 
ity of sensor elements and outputs detection data repre- 
senting the surface shape pattern. The comparison 
circuit compares the detection data from the detection 
circuit with predetermined collation data and outputs a 
comparison result. The storage circuit stores template 
data representing the surface shape pattern of the 
entire target collation surface, the template data being 
obtained from the object in advance. The control circuit 
partially reads out, as collation data, the template data 
stored in the storage circuit from an arbitrary position, 
outputs the collation data to the comparison circuit, and 
performs determination for authentication between the 
template data and the object on the basis of the com- 
parison result from the comparison circuit. A surface 
shape recognition method is also disclosed. 
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Description 

Background of the Invention 

[0001] The present invention relates to a sensor for 
sensing the surface shape of a human finger or animal 
nose having a small three-dimensional (i.e., surface 
shape) pattern, and a collation/recognition technique. 
[0002] In the social environment of today where the 
information-oriented society is developing, security 
technology has taken a growing interest. For example in 
the information-oriented society, a personal authentica- 
tion technology for constructing an electronic money 
system is an important key. In fact, authentication tech- 
nologies for implementing preventive measures against 
burglary and illicit use of cards are under active 
research and development (for example, Yoshimasa 
Shimizu, "A Study on the Structure of a Smart Card with 
the Function to Verify the Holder", Technical Report of 
lEICE, OFS92 - 32, pp. 25 - 30, (1992)). Such authenti- 
cation techniques include various schemes using fin- 
gerprint or voiceprint. Especially, many fingerprint 
authentication techniques have been developed. 
[0003] Fingerprint authentication schemes are 
roughly classified Into optical read schemes, schemes 
using human electrical characteristics, and schemes of 
detecting a three-dimensional pattern on the skin sur- 
face of a fingertip and converting it into an electrical sig- 
nal. In an optical read scheme, fingerprint data is 
received mainly using light reflection and a CCD and 
collated (for example, Japanese Patent Laid-Open No. 
61 -221 883). A scheme using a piezoelectric thin film to 
read the pressure difference on a finger skin surface 
has also been developed (for example, Japanese Pat- 
ent Laid-Open No. 5-61965). As a scheme of converting 
a change in electrical characteristics due to contact of 
skin into an electrical signal distribution to detect the fin- 
gerprint, an authentication scheme of detecting a resist- 
ance change amount or capacitance change amount 
using a pressure sensitive sheet has been proposed (for 
example, Japanese Patent Laid-Open No. 7-168930). 
[0004] However, of the above techniques, in the 
scheme using light It Is hard to achieve size reduction 
and versatility, and its application purpose is limited. 
The scheme of sensing a three-dimensional pattern on 
the skin surface of a fingertip can hardly be put into 
practical use and is poor in reliability because of special 
materials and difficulty in working. A capacitive finger- 
print sensor using an LSI manufacturing technology has 
also been proposed (for example, Marco Tartagni and 
Roberto Guerrieri, A 390dpi Live Fingerprint Imager 
Based on Feedback Capacitive Sensing Scheme, 1997 
IEEE International Solid-State Circuits Conference, pp. 
200-201 (1997)). 

[0005] In this method, small sensors two-dimen- 
sionally arrayed on an LSI chip detect a three-dimen- 
sional pattern of skin using a feedback electrostatic 
capacitance scheme. For this capacitive sensor, two 



2 

plates are formed on the uppermost layer of LSI inter- 
connections, and a passivation film is formed thereon. 
The skin surface functioning as a third plate is spaced 
apart by an insulating layer formed by air. Sensing is 

5 performed on the basis of the distance difference, 
thereby detecting the fingerprint. As characteristic fea- 
tures of this structure, no special interface is required, 
and the size can be reduced, unlike the conventional 
optical scheme. 

10 [0006] However, such a conventional recognition 
apparatus has a large surface area occupied by the 
sensor portion and suffers several problems. 
[0007] As the first problem, cost of a system con- 
struction becomes high when the yield of LSI develop- 

15 ment is taken into consideration. As the second 
problem, although an apparatus with a small contact 
area is hard to break and can stand mechanical stress, 
the apparatus readily breaks from the viewpoint of relia- 
bility because of the large volume. More specifically, In a 

20 conventional recognition apparatus, a sensor circuit 
device 81 whose sensor portion has a large surface 
area, a collation processing circuit device 82, and a 
memory circuit device 83 are mounted as a multi-chip 
structure to perform authentication, as shown in Fig. 17. 

25 [0008] In this case, for example, authentication 
processing for a fingerprint is done using a sensor hav- 
ing a large finger contact area, and the image area used 
for authentication equals the contact area. Hence, the 
area at the sensor circuit device 81 increases to impede 

30 cost reduction. Even when no multi-chip mounting but 
one-chip mounting is employed, the chip area inevitably 
increases. Obviously, the cost increases from the view- 
point of yield of LSIs, and the structure also poses the 
problem of reliability. 

35 [0009] A scheme has also been proposed, in which 
a number of pixel circuits 92 are provided to oppose a 
number of sensor elements 91 , respectively, and a sen- 
sor circu'rt for driving a sensor element 91 , a memory 
circuit for storing collation data, and a collation process- 

40 ing circuit are mounted in a corresponding pixel circuit 
92, thereby integrating the authentication unit and sen- 
sor (for example, S. Shigematsu, H. Morimura, Y. Tan- 
abe, and K. Machida, "A 15 x 15-mm^ single-chip 
fingerprint sensor and identifier using pixel-parallel 

45 processing", 1999 IEEE International Solid-State Cir- 
cuits Conference, (1991)). 

[0010] In this case, pixel circuits in number corre- 
sponding to the finger contact area are necessary. The 
chip becomes large depending on the mounting area. 
50 For this reason, the cost cannot be reduced from the 
viewpoint of yield of LSIs. 

Summary of the Invention 

55 [0011] The present invention has been made in 
consideration of the above problems, and has as its 
object to provide a surface shape recognition process- 
ing apparatus capable of recognizing, using a relatively 
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small detection area, the surface shape of a human fin- 
ger or animal nose having a small three-dimensional 
pattern and ensuring cost reduction and high reliability. 
[0012] In order to achieve the above object, accord- 
ing to the present invention, there is provided a surface 5 
shape recognition apparatus for detecting a shape of a 
target collation surface of an object having a small sur- 
face shape pattern and comparing and collating the 
shape with predetermined data to authenticate the 
object, comprising detection means for electrically io 
detecting the surface shape pattern in a partial region of 
the target collation surface of the object using a plurality 
of sensor elements and outputting detection data repre- 
senting the surface shape pattern, comparison means 
for comparing the detection data from the detection is 
means with predetermined collation data and outputting 
a comparison result, storage means for storing template 
data representing the surface shape pattern of the 
entire target collation surface, the template data being 
obtained from the object in advance, and control means 20 
for partially reading out, as collation data, the template 
data stored in the storage means from an arbitrary posi- 
tion, outputting the collation data to the comparison 
means, and performing determination for authentication 
between the template data and the object on the basis 25 
of the comparison result from the comparison means. 

Brief Description of th e Drawings 

[0013] 30 

Figs. 1A and IB are block diagrams of a surface 
shape recognition apparatus according to the first 
embodiment; 

Figs. 2A and 2B are an explanatory view and a flow 35 
chart, respectively, showing the basic recognition 
operation of a first embodiment; 
Fig. 3 is a block diagram of a surface shape recog- 
nition apparatus according to a second embodi- 
ment; 40 
Fig. 4A and 4B show a block diagram of a surface 
shape recognition apparatus and a circuit portion 
thereof, respectively, according to a third embodi- 
ment; 

Fig. 5 is a block diagram of a surface shape recog- 45 
nition apparatus according to a fourth embodiment; 
Fig. 6 is a block diagram of a surface shape recog- 
nition apparatus according to a fifth embodiment; 
Fig. 7 is a block diagram of a surface shape recog- 
nition apparatus according to a sixth embodiment; so 
Fig. 8 is an explanatory view showing the basic rec- 
ognition operation of a seventh embodiment; 
Fig. 9 is a flow chart showing the basic recognition 
operation of the seventh embodiment; 
Fig. 1 0 is a block diagram of a surface shape recog- ss 
nition apparatus according to an eighth embodi- 
ment; 

Fig. 11 A to C are explanatory views showing the 



basic recognition operation of a ninth embodiment; 
Fig. 12 is an explanatory view showing the basic 
recognition operation of a 1 0th embodiment; 
Fig. 13 is a flow chart showing the basic recognition 
operation of the 10th embodiment; 
Fig. 14 is a block diagram of a surface shape recog- 
nition apparatus according to a 11th embodiment; 
Rg. 15 is an explanatory view showing the basic 
recognition operation of the 1 1th embodiment; 
Rg. 1 6 is a block diagram of a surface shape recog- 
nition apparatus according to a 12th embodiment; 
Rg. 1 7 is an explanatory view showing an arrange- 
ment of a conventional surface shape recognition 
apparatus; and 

Rg. 18 is an explanatory view showing another 
arrangement of the conventional surface shape rec- 
ognition apparatus. 

Description of the Preferred Embodiments 

[0014] The present invention will be described next 
with reference to the accompanying drawings. 
[0015] Rgs. 1A and IB show a surface shape rec- 
ognition apparatus according to the first embodiment of 
the present invention. Fig. 1 A shows the entire appara- 
tus, and Fig. 1 B shows the signal processing circuit por- 
tion. In this embodiment, circuit portions are mounted 
on a one-chip semiconductor integrated circuit device 
1 0 by a semiconductor integration technology. Referring 
to Fig. 1 A, a surface shape detection circuit 7 comprises 
a sensor 2 (semiconductor sensor) having a number of 
sensor elements 1 arrayed in a matrix, and signal 
processing circuits 3 prepared closely in correspond- 
ence with the sensor elements 1, respectively. 
[0016] Each sensor element 1 is a circuit element 
for converting a three-dimensional pattern of the target 
collation surface of an object into an electrical signal 
and is formed in the sensor 2 using the semiconductor 
integration technology. In this case, the number of sen- 
sor elements 1 is enough to detect not the entire target 
collation surface but only part thereof. For this reason, 
the surface area occupied by all the sensor elements 1 
is smaller than that of the prior art. As shown in Fig. 1 B, 
each signal processing circuit 3 has a sensor circuit 4 
for processing a detection signal 1A from the corre- 
sponding sensor element 1 and outputting detection 
data 15, a holding circuit 5 for holding collation data 13 
to be compared with the detection data 1 5, and a com- 
parison circuit 6 for controlling the sensor circuit 4 and 
holding circuit 5 on the basis of a driving signal 1 4, com- 
paring the detection data 15 from the sensor circuit 4 
with the collation data 13 from the holding circuit 5, and 
outputting a comparison result 16. 
[001 7] A storage circuit 9 for storing entire template 
data in advance, and a control circuit 8 for reading part 
of the template data, i.e., collation data 12 from the stor- 
age circuit 9 and outputting it to the surface shape 
detection circuit 7 as the collation data 13 and deter- 
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mines authentication for the object on the basis of the 
comparison result 16 from the surface shape detection 
circuit 7 and outputting a determination result 17 are 
also provided independently of the surface shape 
detection circuit 7. 

[0018] The sensor element 1 and sensor circuit 4 
correspond to a detection means for electrically detect- 
ing the three-dimensional pattern in a partial region of 
the target collation surface of an object and outputting 
detection data representing the three-dimensional pat- 
tern. The holding circuit 5 and comparison circuit 6 cor- 
respond to a comparison means for comparing the 
detection data from the detection means with predeter- 
mined collation data and outputting the comparison 
result. The storage circuit 9 corresponds to a storage 
means for storing template data representing the three- 
dimensional pattern of the entire target collation sur- 
face, which is obtained from the object In advance. The 
control circuit 8 corresponds to a control means for par- 
tially reading out, as collation data, the template data 
stored in the storage means from an arbitrary position, 
outputting the collation data to the comparison means, 
and determining authentication for the object on the 
basis of the comparison result from the comparison 
means. 

[0019] In this embodiment, as the sensor element 
1 , a capacitive sensor is used, which detects the three- 
dimensional pattern on the target collation surface of 
the object utilizing the fact that the capacitance changes 
when the sensor element comes into contact with the 
target collation surface. A sensor of any other scheme, 
e.g., of resistance type may be used as far as it can 
detect the three-dimensional pattern of the target colla- 
tion surface. For example, to recognize a human finger- 
print, the total surface area (detection area) of all sensor 
elements 1 is 10 mm square or less. Each signal 
processing circuit 3 for comparing and collating collation 
data with detection data detected by a con^espondlng 
sensor element 1 has a size of 50 to 1 00 ^m square. A 
RAM (Random Access Memory) is used as the holding 
circuit 5. 

[0020] A nonvolatile memory is used as the storage 
circuit 9. For example, a ROM (Read Only Memory) or a 
programmable EEPROM or flash memory may be used 
as the storage circuit 9. The storage circuit 9 need not 
always use a nonvolatile memory depending on the sys- 
tem power supply method, and is selected in accord- 
ance with the system. The storage circuit 9 stores data 
obtained In advance from the entire target collation sur- 
face of the object as template data. For, e.g., a finger- 
print, all fingerprint data in an area about 20 mm square 
are ensured. 

[0021] The operation of this embodiment will be 
described next with reference to Figs. 1 A to 2B. 
[0022] Rgs. 2A and 2B show the basic recognition 
operation of this embodiment. Fig. 2A shows the sche- 
matic operation, and Fig. 2B shows the flow chart. Gen- 
erally, to recognize an object, detection data obtained 



from the object is compared with template data as a col- 
lation standard, and recognition and determination are 
done on the basis of the comparison result. Convention- 
ally, detection data representing the entire target colla- 

5 tion surface of an object is collated. However, the entire 
target collation surface of an object need not be collated 
because the target collation surface has a complex 
three-dimensional pattern. In the present invention, 
based on this fact, using the detection data 15 obtained 

10 from part of the target collation surface of an object, a 
pattern which coincides with the detection data 15 is 
searched from entire template data 21 . 
[0023] More specifically, the collation data 12 for 
collation are sequentially extracted from different posi- 

15 tions of the template data 21 , and each extracted colla- 
tion data 13 (12) is compared and collated with the 
detection data 15. As a region where the collation data 
13 (12) is to be extracted from the template data 21 , a 
region corresponding to the target collation surface of 

20 the object detected by the surface shape detection cir- 
cuit 7 must be extracted. In this case, a means for posi- 
tioning the object may be prepared to extract the 
collation data 13 (12) from a corresponding region of the 
template data 21 . 

25 [0024] In this embodiment, as shown in Fig. 2B, 
first, the driving signal 14 for instructing detection of the 
target collation surface of the object is output from the 
control circuit 8 to the signal processing circuit 3 (step 
100). In the signal processing circuit 3, on the basis of 

30 the driving signal 14, the sensor circuit 4 processes the 
detection signal from a corresponding sensor element 1 
and outputs the detection data 15. 
[0025] The control circuit 8 extracts the collation 
data 12 from an arbitrary position of the template data 

35 21 stored in the storage circuit 9 (step 101) and distrib- 
utes the collation data 12, as the collation data 13, to the 
signal processing circuits 3 in the surface shape detec- 
tion circuit 7 In units of pixels corresponding to the sen- 
sor elements 1 (step 1 02). 

40 [0026] In each signal processing circuit 3, the hold- 
ing circuit 5 receives and holds the distributed collation 
data 13. The comparison circuit 6 compares and col- 
lates the detection data 1 5 from the sensor circuit 4 with 
the collation data 13 from the holding circuit 5 and out- 

45 puts the comparison result 1 6 in units of pixels (step 
103). 

[0027] After that, the control circuit 8 totalizes the 
comparison results 16 from the signal processing cir- 
cuits 3 and determines authentication for the object 

50 using a similarity formed from a predetermined statistic 
amount such as a total collation rate (step 104). 
[0028] If determination for authentication shows 
coincidence between the two data (YES in step 104), it 
Is determined that the object coincides with the tem- 

55 plate data 21 (step 105), and the series of collation 
processes are ended. 

[0029] If determination for authentication indicates 
that the two data do not coincide (NO in step 104), It is 
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determined whether the collation data 13 has been 
extracted from all positions of the template data 21 (step 
106) . If an unextracted position still remains (NO in step 
106), the collation data extraction position is shifted to 
the next position (step 1 07). The flow returns to step 
1 02 to compare the collation data 1 3 extracted from the 
next position with the detection data 15. 
[0030] If extraction from all positions is ended in 
step 106 (YES in step 106), it is detemnined that the 
object does not coincide with the template data 21 , and 
the series of collation processes are ended. 
[0031] As described above, according to this 
embodiment, the surface area occupied by all the sen- 
sor elements 1 can be reduced, and the yield in the 
process of manufacturing semiconductor integrated cir- 
cuit devices can be increased. For this reason, cost can 
be reduced, and high reliability can be ensured, unlike 
the conventional large-area device. Hence, according to 
the present invention, the surface shape of a human fin- 
ger or animal nose having a small three-dimensional 
pattern can be recognized using a relatively small sur- 
face area, and cost reduction and high reliability can be 
ensured. 

[0032] The second embodiment of the present 
invention will be described next with reference to Fig. 3. 
[0033] In the tirst embodiment (Fig. 1), the circuit 
portions are mounted on a one-chip semiconductor 
integrated circuit device. However, the circuit portions 
may be constructed by independent chips and arranged 
on one mounting board. In this embodiment, as shown 
in Fig. 3, a surface shape recognition apparatus is con- 
structed by three chips: a surface shape detection cir- 
cuit device 7A, control circuit device 8A, and storage 
circuit device 9A, and these chips are integrally 
arranged on a mounting board 10A (mufti-chip struc- 
ture). The surface shape detection circuit device 7A, 
control circuit device BA, and storage circuit device 9A 
correspond to the surface shape detection circuit 7, 
control circuit 8, and storage circuit 9 in Fig. 1, respec- 
tively, and a detailed description of the operation will be 
omitted. 

[0034] According to this embodiment, the same 
functions and effects as in the first embodiment can be 
obtained. Especially, since the storage circuit 9 which 
has a relatively high degree of integration and therefore 
readily decreases the yield is formed on a chip inde- 
pendently of the remaining circuits, the yield in the proc- 
ess of manufacturing the entire surface shape 
recognition apparatus can be improved, and cost can be 
reduced. When the storage circuit 9 is formed on a sep- 
arate chip, the memory capacity can be increased, and 
the degree of freedom of recognition scheme increases 
because no limitations are imposed on the manufactur- 
ing process, unlike in a one-chip structure. 
[0035] Figs. 4A and 4B show a surface shape rec- 
ognition apparatus according to the third embodiment of 
the present invention. Fig. 4A shows the entire appara- 
tus, and Fig. 4B shows a signal processing circuit In the 



first embodiment (Fig. 1). each signal processing circuit 
3 in the surface shape detection circuit 7 has a sensor 
circuit 4, holding circuit 5, and comparison circuit 6. In 
this embodiment, a holding circuit 5 and comparison cir- 

5 cult 6 are arranged outside a surface shape detection 
circuit 7. Hence, as shown in Fig. 4B, each signal 
processing circuit 3A has only a sensor circuit 4 which 
processes a detection signal 1A from a corresponding 
sensor element 1 and outputs detection data 1 5 on the 

10 basis of a driving signal 14 from a control circuit 8. 

[0036] The detection data 15 from each signal 
processing circuit 3A is input to the comparison circuit 6 
and compared with collation data 13 from the holding 
circuit 5 in units of pixels. A comparison result 1 6 is out- 

15 put to the control circuit 8 in units of pixels. The control 
circuit 8 performs determination for authentication on 
the basis of the comparison result 16, as in the first 
embodiment. 

[0037] Since the holding circuit 5 and comparison 
20 circuit 6 are arranged independently of the signal 
processing circuit 3A, the holding circuit 5 and compari- 
son circuit 6 can be concentrated to make the entire sur- 
face shape recognition apparatus compact, in addition 
to the same functions and effects as in the first embodi- 
es ment. In addition, the authentication algorithm in the 
comparison circuit 6 can be easily changed. Further- 
more, the area occupied by the signal processing cir- 
cuits 3 A decreases, and accordingly, the mounting 
density of the sensor elements 1 can increase, and the 
30 surface area of the sensor 2 can be reduced. 

[0038] The fourth embodiment of the present inven- 
tion will be described below with reference to Fig. 5. 
[0039] In the third embodiment (Fig. 4), the circuit 
portions are mounted on a one-chip semiconductor 
35 integrated circuit device. However, the circuit portions 
may be constructed by independent chips and arranged 
on one mounting board. In this embodiment, as shown 
in Fig. 5, a surface shape recognition apparatus is con- 
structed by five chips: a surface shape detection circuit 
40 device 7A, holding circuit device 5A, comparison circuit 
device 6A, control circuit device 8A, and storage circuit 
device 9A, and these chips are integrally arranged on 
one mounting board 10A (multi-chip structure). The sur- 
face shape detection circuit device 7A, holding circuit 
45 device 5A, comparison circuit device 6A, control circuit 
device 8A, and storage circuit device 9A correspond to 
the surface shape detection circuit 7, holding circuit 5, 
comparison circuit 6, control circuit 8, and storage cir- 
cuit 9 in Fig. 1 , respectively, and detailed description of 
50 the operation may be omitted. 

[0040] According to this embodiment, the same 
functions and effects as in the third embodiment can be 
obtained. Especially, since the storage circuit 9 which 
has a relatively high degree of integration and therefore 
55 readily decreases the yield is formed on an independent 
chip, the yield in the process of manufacturing the entire 
surface shape recognition apparatus can be improved, 
and cost can be reduced. When the storage circuit 9 is 
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formed on a separate chip, the memory capacity can be 
increased, and the degree of freedom of recognition 
scheme increases because no limitations are imposed 
on the manufacturing process, unlike a one-chip struc- 
ture. 

[0041] The fifth embodiment of the present Inven- 
tion will be described below with reference to Fig. 6. 
[0042] In the third embodiment, the holding circuit 5 
and comparison circuit 6 are arranged independently of 
the surface shape detection circuit 7. The processing 
operation by the comparison circuit 6 may be performed 
in the control circuit 8. Each signal processing circuit 3A 
of a surface shape detection circuit 7 has the same 
arrangement as in Fig. 4B. More specifically, as shown 
in Fig. 6, detection data ISAfrom each signal process- 
ing circuit 3 A in the surface shape detection circuit 7 is 
input to a control circuit 8 and compared with collation 
data 13 read out from a storage circuit 9 in units of pix- 
els, and determination for authentication is done on the 
basis of the comparison result. Since the holding circuit 
5 can be omitted, the entire surface shape recognition 
apparatus can be made compact, in addition to the 
same functions and effects as in the first embodiment. 
[0043] The sixth embodiment of the present inven- 
tion will be described below with reference to Rg. 7. 
[0044] In the fifth embodiment (Fig. 6), the circuit 
portions are mounted on a one-chip semiconductor 
integrated circuit device. However, the circuit portions 
may be constructed by independent chips and arranged 
on one mounting board. In this embodiment, as shown 
in Fig. 7, a surface shape recognition apparatus is con- 
structed by three chips: a surface shape detection cir- 
cuit device 7A, control circuit device 8A, and storage 
circuit device 9A, and these chips are integrally 
arranged on one mounting board 10A (multi-chip struc- 
ture). The surface shape detection circuit device 7A, 
control circuit device 8A, and storage circuit device 9A 
con-espond to the surface shape detection circuit 7, 
control circuit 8, and storage circuit 9 in Fig. 1, respec- 
tively, and detailed description of the operation may be 
omitted. 

[0045] According to this embodiment, the same 
functions and effects as in the fifth embodiment can be 
obtained. Especially, since the storage circuit 9 which 
has a relatively high degree of integration and therefore 
readily decreases the yield is formed on an independent 
chip, the yield in the process of manufacturing the entire 
surface shape recognition apparatus can be improved, 
and cost can be reduced. When the storage circuit 9 is 
formed on a separate chip, the memory capacity can be 
increased, and the degree of freedom of recognition 
scheme increases because no limitations are imposed 
on the manufacturing process, unlike a one-chip struc- 
ture. 

[0046] In the above description, data representing 
the entire target collation surface of the object must be 
used as template data. For this purpose, template data 
is generated in advance using a sensor such as a large 



semiconductor sensor or optical sensor capable of 
detecting the entire target collation surface of the object. 
The template data representing the entire target colla- 
tion surface of the object may be generated by combin- 
5 ing a plurality of data obtained by divisionally detecting 
the target collation surface of the object using a small 
sensor. 

[0047] The seventh embodiment of the present 
invention will be described below with reference to Figs. 
10 8 and 9. 

[0048] Fig. 8 shows the basic recognition operation 
of this embodiment. Fig. 9 shows the operation. In the 
above-described first to sixth embodiments, one tem- 
plate data is compared with an object. A case wherein a 

15 plurality of template data 21 A to 21 N are held in a stor- 
age circuit 9 in advance, and determination for authenti- 
cation of an object is performed using these data will be 
described below. The same reference numerals as in 
Fig. 2 denote the same or equivalent parts in Fig. 9. in 

20 this embodiment, steps 110 and 111 are inserted 
between steps 106 and 108. The circuit an-angement is 
the same as in Fig. 1 . 

[0049] When it is determined that detection data 
detected from the object does not coincide with collation 

25 data extracted from template data (NO in step 1 04), and 
the collation data is extracted from all positions of the 
currently selected template data (YES in step 106), it is 
detemnined whether collation with all template data is 
ended (step 1 1 0). if uncoliated template data remains 

30 (NO in step 1 1 0), the next template data is selected 
(step 1 1 1 ). The flow returns to step 1 01 to start collation 
with the selected template data. 
[0050] If it is determined in step 110 that collation 
with all template data is ended (YES in step 1 10), the 

35 flow advances to step 1 08 to determine that all the tem- 
plate data do not coincide with the object, and the series 
of collation processes are ended. It may be determined 
in step 110 whether collation with not all template data 
but a predetermined number of template data is ended. 

40 [0051] This arrangement for performing determina- 
tion for authentication using a plurality of template data 
can be widely applied to determination for authentica- 
tion. Detection data 15 of an object, which is obtained 
by a surface shape detection circuit 7, slightly changes 

45 depending on the degree of pressing the object against 
the surface shape detection circuit 7, so no same detec- 
tion data 1 5 can always be obtained from one object. 
When a plurality off different template data obtained 
from one object are used for determination for authenti- 

50 cation, the authentication rate can be improved, and 
high reliability can be obtained. Template data obtained 
from a plurality of different objects may be used for 
determination for authentication. In this case, determi- 
nation for authentication of a plurality of objects can be 

55 executed at once in a short time. 

[0052] The eighth embodiment of the present 
invention will be described below with reference to Fig. 
10. 
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[0053] Fig. 10 shows a surface shape recx>gnition 
apparatus of this embodiment, in addition to the above- 
described circuit arrangement shown in Fig. 1 , a contact 
sensor circuit 30 is located near a surface shape detec- 
tion circuit 7, and the detection output from the contact 5 
sensor circuit 30 is input to a control circuit 8 as a timing 
signal 31. The contact sensor circuit 30 corresponds to 
a timing generation means (timing generation circuit). 
[0054] In determination for authentication of an 
object the object is pressed against the surface shape 10 
detection circuit 7, This contact state is detected by the 
contact sensor circuit 30, and the timing signal 31 is 
input to the control circuit 8. In accordance with this sig- 
nal, the control circuit 8 outputs, to each signal process- 
ing circuit 3, a driving signal 14 for instructing to detect is 
the target collation surface of the object, and authenti- 
cation processing shown in Fig. 2 or 9 starts. 
[0055] Since the surface shape detection circurt 7 is 
instructed to acquire detection data in accordance with 
the timing signal 31 from the contact sensor circuit 30, 20 
and determination for authentication of the object is per- 
formed using the obtained detection data, the data is 
extracted when the surface shape detection circuit 7 
and object have an optimum positional relationship. For 
this reason, clear detection data can be obtained, and 25 
the authentication rate becomes high. 
[0056] The ninth embodiment of the present inven- 
tion will be described below with reference to Figs. 1 1 A 
to 1 1 C, which show the basic recognition operation. Fig. 
11A shows the layout of contact sensor circuits, Fig. 30 
11 B shows a contact example of an object, and Fig, 
11c shows a collation data extraction region. In the 
above-described eighth embodiment, one contact sen- 
sor circuit 30 is used. However, a plurality of contact 
sensor circuits 30A to 30D may be laid out around a sur- 35 
face shape detection circuit 7, as shown in Fig. 11 A. 
When the detection outputs from the contact sensor cir- 
cuits 30A to 30D are used, the positional relationship 
between an object and the surface shape detection cir- 
cuit 7 can be grasped, so a region where collation data 40 
12 is to be extracted from template data 21 can be lim- 
ited. The contact sensor circuits 30A to 30D correspond 
to position detection circuits. 

[0057] As shown in Fig. 1 1 B, when detection out- 
puts representing a contact state are input from the con- 45 
tact sensor circuits 30A, SOB, and SOD, and a detection 
output representing a noncontact state is input from the 
contact sensor circuit 30C to the control circuit 8. it can 
be detennined that an object (finger) 70 is pressed 
against the lower left side of the surface shape detection so 
circuit 7. On the basis of the sizes of the surface shape 
detection circuit 7 and template data 21, the control cir- 
cuit 8 defines, on the template data 21, a region 22 that 
can be detected by the surface shape detection circuit 
7. Hence, the collation data 12 is extracted from a posi- 55 
tion within the region 22. 

[0058] Since a plurality of position detection cir- 
cuits, e.g., contact sensor circuits are laid out around 



the surface shape detection circuit 7 to detect the posi- 
tional relationship between the surface shape detection 
circuit 7 and the object, the region 22 where the colla- 
tion data 12 is to be read from the template data 21 can 
be limited on the basis of the detected positional rela- 
tionship, and the time required for collation can be 
largely shortened, 

[0059] The 10th embodiment of the present inven- 
tion will be described below with reference to Figs. 12 
and 13. 

[0060] In the above-described embodiments, one 
detection data detected from one object is collated with 
template data. A case wherein determination for 
authentication of an object is performed using a plurality 
of detection data detected from the object will be 
described below. In this case, a similarity representing 
the degree of similarity between the object and template 
data is used as the criterion of detemii nation for authen- 
tication. The circuit arrangement is the same as in Fig. 
10. 

[0061] A control circuit 8 initializes the values of an 
internal coincidence counter and incoincidence counter 
which are prepared to obtain the similarity (step 120). 
Processing waits until a detection output representing 
an object contact state is input from a contact sensor 
circuit 30 (step 121). When the detection output 
changes to the object contact state, the control circuit 8 
outputs, to each signal processing circuit 3, a driving 
signal 1 4 for instructing to detect the target collation sur- 
face of the object (step 1 22). Each signal processing cir- 
cuit 3 processes a detection signal from a 
corresponding sensor element 1 and outputs detection 
data 15 on the basis of the driving signal 14. 
[0062] The control circuit 8 extracts collation data 
12 from an arbitrary position of template data 21 stored 
in a storage circuit 9 (step 123) and distributes the col- 
lation data 12, as collation data 13, to the signal 
processing circuits 3 in the surface shape detection cir- 
cuit 7 in units of pixels corresponding to the sensor ele- 
ments 1 (step 124). 

[0063] In each signal processing circuit 3, a holding 
circuit 5 receives and holds the distributed collation data 
13. A comparison circuit 6 compares and collates the 
detection data 15 from the sensor circuit 4 with the col- 
lation data 13 from the holding circuit 5 and outputs a 
comparison result 16 in units of pixels (step 125). 
[0064] After that, the control circuit 8 totalizes the 
comparison results 16 from the signal processing cir- 
cuits 3 and performs determination for collation of the 
object using a similarity formed from a predetermined 
statistic amount such as a total collation rate (step 126). 
[0065] If the determination for collation represents 
coincidence between the two data (YES in step 126), 
the value of the coincidence counter is incremented by 
one (step 127), and the coincidence counter value is 
compared with a set value (step 128). When the coinci- 
dence counter value is larger than the set value (YES in 
step 1 28), it is determined, that the object coincides with 
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the template data 21 (step 1 29), and the series of colla- 
tion processes are ended. If the coincidence counter 
value is equal to or smaller than the set value (NO in 
step 1 28), the flow returns to step 1 21 to detect new col- 
lation data in accordance with the next contact detection 5 
and repeat the collation processes. 
[0066] When determination for authentication indi- 
cates that the two data do not coincide (NO in step 1 26), 
it is determined whether the collation data 13 has been 
extracted from all positions of the template data 21 (step 10 
130). If an unextracted position still remains (NO in step 
130), the collation data extraction position is shifted to 
the next position (step 131). The flow returns to step 
123 to compare the collation data 13 extracted from the 
next position with the detection data 1 5. 15 
[0067] If extraction from all positions is ended in 
step 130 (YES in step 130). the value of the incoinci- 
dence counter is incremented by one (step 132), and 
the incoincldence counter value is compared with the 
set value (step 133). When the incoincidence counter 20 
value is larger than the set value (YES in step 133), it is 
determined that the object does not coincide with the 
template data 21 (step 134), and the series of collation 
processes are ended, if the incoincidence counter value 
is equal to or smaller than the set value (NO in step 25 
1 33), the flow returns to step 1 21 to detect new collation 
data in accordance with the next contact detection and 
repeat the collation processes. 

[0068] Since a plurality of detection data detected 
from one object are used for determination for authenti- so 
cation of the object, the authentication accuracy 
becomes high because the number of shape informa- 
tion obtained from the object increases, and conse- 
quently, the authentication rate can be improved, as 
compared to a case wherein detection data obtained 35 
from an arbitrary region of the object is used for deter- 
mination for authentication. When flaw, sweat, or dust 
are present at the position where the target collation 
surface of the object is detected by the surface shape 
detection circuit 7, such flaw, sweat, or dust will be con- 40 
tained in the detection data as noise. Even when accu- 
rate determination for authentication fails because of 
such noise contained in detection data, application of 
this embodiment enables detennination for authentica- 
tion using another detection data. Hence, determination 45 
for authentication can be accurately performed. 
[0069] Since determination for authentication is 
executed by comparing the coincidence and incoinci- 
dence counter values with set value, the degree of 
determination for authentication can be controlled by so 
adjusting the set value. For example, in authenticating a 
fingerprint, the degree to identify the authentic person 
and the degree to exclude other people, i.e., the security 
level can be set by adjusting the set value. More specif- 
ically, when the set value is small, the authentic person 55 
can easily be identified though other people can also be 
easily accepted. That is, the security level is lowered. 
When the set value is large, it becomes difficult to iden- 



tify the authentic person though other people can be 
more easily excluded. That is, the security level is 
raised. Individual set values may be prepared for the 
coincidence counter and incoincidence counter. 
[0070] The 1 1th embodiment of the present inven- 
tion will be described below with reference to Figs. 14 
and 15. 

[0071] A timer circuit 32 is added to the above- 
described circuit arrangement shown in Fig. 1. The 
timer circuit 32 outputs a timing signal 33 to a control cir- 
cuit 8 every predetermined period. As the timer circuit 
32, the internal timer of the control circuit 8 (for example, 
the internal timer of a CPU) may be used. The timer cir- 
cuit 32 corresponds to a timing generation means (tim- 
ing generation circuit). 

[0072] The operation is the same as that of the 
above-described 10th embodiment (Fig. 13). In step 
121, in accordance with the timing signal 33 from the 
timer circuit 32, i.e., every predetermined period, the 
control circuit 8 outputs, to each signal processing cir- 
cuit 3, a driving signal 1 4 for instructing to detect the tar- 
get collation surface of an object, and authentication 
processing between template data 21 and each detec- 
tion data 15 is performed. 

[0073] When the position of the object is moved on 
a surface shape detection circuit 7, detection data can 
be sequentially obtained from different positions, and 
the authentication accuracy can be further improved. 
Even when the position at which the object comes into 
contact with the surface shape detection circuit 7 is 
changed, as shown in Fig. 1 5, detection data at different 
positions can be obtained. 

[0074] A scheme of detecting the surface shape of 
an object by moving the object kept in contact with a 
surface shape detection circuit 7 has been convention- 
ally proposed (for example, Jeong-Woo Lee, Dong-Jin 
Min, Jiyoun Kim, and Wonchan Kim, "A 600-dpi Gapac- 
itive Fingerprint Sensor Chip and Image-Synthesis 
Technique", IEEE Journal of Solid-State Circuit, Vol. 34, 
No. 4, pp. 469 - 475, April 1999). In this scheme, a par- 
tial shape of an object is detected by moving the object 
while keeping it in contact with the surface shape detec- 
tion circuit 7, the entire shape of the object is re-synthe- 
sized by image processing based on the plurality of 
detected data, and processing such as authentication is 
performed using the re-synthesized data. This method 
is substantially different from this embodiment wherein 
authentication processing is performed directly using 
partial detection data. 

[0075] The 12th embodiment of the present inven- 
tion will be described below with reference to Fig. 16. 
[0076] A moving sensor circuit 34 is added to the 
above-described circuit arrangement shown in Fig. 1. 
The moving sensor circuit 34 detects the moving 
amount of an object and outputs a timing signal 35 to a 
control circuit B in units of predetermined moving 
amounts. As the moving sensor circuit 34, a circuit for 
optically counting the number of density patterns, e.g., 
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fingerprint patterns across the sensor is used. The mov- 
ing sensor circuit 34 corresponds to a timing generation 
means (timing generation circuit). 
[0077] The operation is the same as that of the 
above-described 10th embodiment (Fig. 13). In step 
121, in accordance with the timing signal 35 from the 
moving sensor circuit 34, i.e., every predetermined 
period, the control circuit 8 outputs, to each signal 
processing circuit 3, a driving signal 14 for instructing to 
detect the target collation surface of an object, and 
authentication processing between template data 21 
and each detection data 15 is performed. Hence, as in 
the 1 1th embodiment, when the position of the object is 
moved on a surface shape detection circuit 7, detection 
data can be sequentially obtained from different posi- 
tions, and the authentication accuracy can be further 
improved. 

[0078] The embodiments have been individually 
described above to help understanding the contents of 
the present invention. The embodiments may be com- 
bined as needed to obtain the above-described func- 
tions and effects. In the above-described embodiments, 
the detection data 15 obtained by the sensor element 1 
and the collation data 12 (13) stored in the storage cir- 
cuit 9 are two-dimensional surface shape data. How- 
ever, these data are not limited to two-dimensional data. 
For example, even when these data are three-dimen- 
sional surface shape data including information in the 
depth direction of the three-dimensional pattern, the 
embodiments can be applied in the same way as 
described above, and the same functions and effects as 
described above can be obtained. 
[0079] As has been described above, according to 
the present invention, a three-dimensional pattern in a 
partial region of the target collation surface of an object 
is electrically detected as detection data by a surface 
shape detection means formed from a plurality of sen- 
sor elements, template data representing the three- 
dimensional pattern of the entire target collation sur- 
face, which is obtained in advance from the object, is 
partially read out from an arbitrary position as collation 
data and compared with the detection data, and deter- 
mination for authentication between the template data 
and the object is performed on the basis of the compar- 
ison result. 

[0080] Hence, the surface area occupied by all sen- 
sor elements necessary for detecting the three-dimen- 
sional pattern of the target collation surface of the object 
can be reduced. This increases the yield in the process 
of manufacturing semiconductor integrated circuit 
devices and therefore reduces cost. In addition, high 
reliability can be ensured, unlike the conventional large- 
area device. For this reason, the surface shape of a 
human finger or animal nose having a small three- 
dimensional pattern can be recognized using a rela- 
tively small surface area, and cost reduction and high 
reliability can be ensured. 



Claims 

1 . A surface shape recognition apparatus for detecting 
the shape of a target collation surface of an object 

5 having a small surface shape pattern and compar- 

ing and collating the shape with predetermined 
data to authenticate the object, characterized by 
comprising: 

10 detection means (7) for electrically detecting 

the surface shape pattern In a partial region of 
the target collation surface of the object using a 
plurality of sensor elements and outputting 
detection data representing the surface shape 

15 pattern; 

comparison means (6) for comparing the 
detection data from said detection means with 
predetermined collation data and outputting a 
comparison result; 

20 storage means (9) for storing template data 

representing the surface shape pattern of the 
entire target collation surface, the template 
data being obtained from the object in 
advance; and 

25 control means (8) for partially reading out, as 

collation data, the template data stored in said 
storage means from an arbitrary position, out- 
putting the collation data to said comparison 
means, and performing detemriination for 

30 authentication between the template data and 

the object on the basis of the comparison result 
from said comparison means. 

2. An apparatus according to claim 1, wherein said 
35 control means partially reads out, as the collation 

data, the template data from each position, sequen- 
tially outputs the collation data to said comparison 
means, and performs determination for authentica- 
tion of the object on the basis of the comparison 
40 result obtained from said comparison means in 
units of collation data. 

3. An apparatus according to claim 2, wherein 

45 said storage means stores a plurality of tem- 

plate data obtained from the object, and 
said control means performs determination for 
authentication between the object and the plu- 
rality of template data. 

50 

4. An apparatus according to claim 1 . wherein 

said apparatus further comprises timing gener- 
ation means (30) for outputting a predeter- 
55 mined timing signal, and 

said control means instructs said detection 
means to acquire the detection data in accord- 
ance with the timing signal from said timing 
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generation means and performs determination 
for authentication of the object using the 
obtained detection data. 

5. An apparatus according to claim 1 , wherein s 

said apparatus further comprises position 
detection means (30A - 30D) for detecting the 
position of the object relative to said detection 
means, and io 
said control means reads out the collation data 
from a corresponding region of the template 
data in accordance with the position of the 
object detected by said position detection 
means. is 

6. An apparatus according to claim 1 , wherein 

said detection means detects a plurality of 
detection data from the object and outputs 20 
each detection data, and 
said control means performs collation determi- 
nation between the template data and each of 
the plurality of detection data and performs 
determination for authentication of the object 25 
on the basis of each collation determination 
result. 

7. An apparatus according to claim 6, wherein said 
detection means individually detects detection data 30 
from different positions of the object and outputs 
the detection data. 

8. A surface shape recognition apparatus for detecting 
the shape of a target collation surface of an object 35 
having a small surface shape pattern and compar- 
ing and collating the shape with predetemnined 
data to authenticate the object, characterized by 
comprising: 

40 

a surface shape detection circuit (7) for electri- 
cally detecting the surface shape pattern in a 
partial region of the target collation surface of 
the object, comparing detection data (15) rep- 
resenting the surface shape pattern with prede- 45 
termined collation data (13), and outputting a 
comparison result (16); 

a storage circuit (9) for storing template data 
(21) representing the surface shape pattern of 
the entire target collation surface, the template so 
data being obtained from the object in 
advance; and 

a control circuit (8) for partially reading out, as 
collation data (12), the template data stored in 
said storage circuit from an arbitrary position, 55 
outputting the collation data to said surface 
shape detection circuit, and performing deter- 
mination for authentication of the object on the 



basis of the comparison result (16) from said 
surface shape detection circuit, 
said surface shape detection circuit comprising 
a plurality of sensor elements (1) arranged in 
correspondence with the partial region of the 
target collation surface of the object to electri- 
cally detect the surface shape pattern in the 
partial region and output a detection signal 
(1A), and 

a plurality of signal processing circuits (3) each 
arranged in correspondence with one of said 
sensor elements to compare the detection data 
(15) obtained from the detection signal of a cor- 
responding sensor element with con^esponding 
collation data and output a comparison result. 

9. A surface shape recognition apparatus for detecting 
the shape of a target collation surface of an object 
having a small surface shape pattern and compar- 
ing and collating the shape with predetermined 
data to authenticate the object, characterized by 
comprising: 

a surface shape detection circuit (7) for electri- 
cally detecting the surface shape pattern in a 
partial region of the target collation surface of 
the object and outputting detection data (15) 
representing the surface shape pattern; 
a holding circuit (5) for holding collation data 
(13) to be compared with the detection data; 
a comparison circuit (6) for comparing the 
detection data front said surface shape detec- 
tion circuit with the collation data in said holding 
circuit; 

a storage circuit (9) for storing template data 
(21) representing the surface shape pattern of 
the entire target collation surface, the template 
data being obtained from the object in 
advance; and 

a control circuit (8) for partially reading out, as 
collation data (12), the template data stored in 
said storage circuit from an arbitrary position, 
outputting the collation data to said holding cir- 
cuit, and performing determination for authenti- 
cation of the object on the basis of a 
comparison result (16) from said comparison 
circuit, 

said surface shape detection circuit comprising 
a plurality of sensor elements (1) arranged in 
correspondence with the partial region of the 
target collation surface of the object to electri- 
cally detect the surface shape pattern in the 
partial region and output a detection signal, 
and 

a plurality of signal processing circuits (3) each 
arranged in correspondence with one of said 
sensor elements to output the detection data 
obtained from the detection signal (1A) of a 
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corresponding sensor element. 

10. A surface shape recognition apparatus for detecting 
the shape of a target collation surface of an object 
having a small surface shape pattern and compar- s 
ing and collating the shape with predetermined 
data to authenticate the object, characterized by 
comprising: 

a surface shape detection circuit (7) for electri- io 
cally detecting the surface shape pattern in a 
partial region of the target collation surface of 
the object and outputting detection data (15) 
representing the surface shape pattern; 
a storage circuit (9) for storing template data is 
(21) representing the surface shape pattern of 
the entire target collation surface, the template 
data being obtained from the object in 
advance; and 

a control circuit (8) for partially reading out, as 20 
collation data (12), the template data stored in 
said storage circuit from an arbitrary position, 
comparing the collation data with the detection 
data from said surface shape detection circuit 
and perfomiing determination for authentica- 25 
tion of the object on the basis of a comparison 
result, 

said surface shape detection circuit comprising 
a plurality of sensor elements (1) ananged in 
correspondence with the partial region of the 30 
target collation surface of the object to electri- 
cally detect the surface shape pattern in the 
partial region and output a detection signal 
(1A). and 

a plurality of signal processing circuits (3) each 35 
arranged in correspondence with one of said 
sensor elements to output the detection data 
(15) obtained from the detection signal of a cor- 
responding sensor element. 

40 

11. An apparatus according to any one of claims 8 to 
1 0, wherein said control circuit partially reads out, 
as the collation data, the template data from each 
position and performs determination for authentica- 
tion of the object on the basis of the comparison 45 
result between each collation data and the detec- 
tion data. 

12. An apparatus according to claim 1 1 , wherein 

50 

said storage circuit stores a plurality of tem- 
plate data obtained from the object, and 
said control circuit performs determination for 
authentication between the object and the plu- 
rality of template data. 55 

13. An apparatus according to any one of claims 8 to 
1 0. wherein 



said apparatus further comprises a timing gen- 
eration circuit (30) for outputting a predeter- 
mined timing signal, and 
said control circuit instructs said surface shape 
detection circuit to acquire the detection data in 
accordance with the timing signal from said 
timing generation means and performs deter- 
mination for authentication of the object using 
the obtained detection data. 

14. An apparatus according to any one of claims 8 to 
10, wherein 

said apparatus further comprises a position 
detection circuit (30A - SOD) for detecting a 
position of the object relative to said surface 
shape detection circuit, and 
said control circuit reads out the collation data 
from a corresponding region (22) of the tem- 
plate data in accordance with the position of 
the object detected by said position detection 
circuit. 

15. An apparatus according to any one of claims 8 to 
10, wherein 

said surface shape detection circuit detects a 
plurality of detection data (15A - 15C) from the 
object and outputs each detection data, and 
said control circuit performs collation detemrii- 
nation between the template data and each of 
the plurality of detection data and performs 
determination for authentication of the object 
on the basis of each collation determination 
result. 

16. An apparatus according to claim 15, wherein said 
surface shape detection circuit individually detects 
detection data from different positions of the object 
and outputs the detection data. 

17. An apparatus according to claim 16, wherein said 
control circuit counts the number of coincidences or 
incoincidences or the numbers of coincidences and 
incoincidences in the collation determination 
results between the detection data and the tem- 
plate data and performs determination for authenti- 
cation of the object on the basis of the counted 
number of coincidences or incoincidences. 

18- An apparatus according to claim 12, wherein said 
storage circuit stores a plurality of template data 
obtained from different objects. 

19. An apparatus according to claim 13, wherein said 
timing generation circuit comprises a contact sen- 
sor circuit (30) for detecting that the object comes 
into contact with said surface shape detection cir- 
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cuit and outputting the timing signal in accordance 
with the detection. 

20. An apparatus according to claim 13. wherein said 
timing generation circuit comprises a timer circuit 
(32) for outputting the timing signal every predeter- 
mined period. 

21. An apparatus according to claim 13, wherein said 
timing generation circuit comprises a moving sen- 
sor circuit (34) for detecting a moving amount of the 
object kept in contact with said surface shape 
detection circuit and outputting the timing signal in 
accordance with the moving amount. 

22. An apparatus according to claim 14, wherein said 
position detection circuit comprises a plurality of 
contact sensor circuits (30A - SOD) laid out around 
said surface shape detection circuit. 

23. An apparatus according to any one of claims 8 to 
1 0, wherein said circuits are formed on one chip as 
one semiconductor integrated circuit device (1 0). 

24. An apparatus according to any one of claims 8 to 
1 0, wherein said circuits are separately formed on a 
plurality of chips which are mounted on one board 
(10A). 

25. An apparatus according to any one of claims 8 to 
10, wherein, of said circuits, at least said storage 
circuit is fonned on a chip independently of the 
remaining circuits, and the chip of said storage cir- 
cuit and chips of the remaining circuits are mounted 
on one board. 

26. An apparatus according to claim 9, wherein a RAM 
(Random Access Memory) is used as said holding 
circuit. 

27. An apparatus according to any one of claims 8 to 
10, wherein a nonvolatile memory is used as said 
storage circuit. 

28. An apparatus according to any one of claims 8 to 
10, wherein the total detection area for all of said 
sensor elements is smaller than the total target col- 
lation surface of the object. 

29. An apparatus according to claim 28, wherein each 
of said signal processing circuits is arranged close 
to a corresponding sensor element, and the area 
occupied by all of said signal processing circuits is 
substantially not more than the total detection area 
for all of said sensor elements. 

30. An apparatus according to any one of claims 8 to 
10, wherein as the template data, data detected by 
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a large sensor having a detection area not less than 
the total target collation surface of the object is 
used. 

5 31. An apparatus according to claim 30, wherein as the 
template data, data detected by an optical sensor 
or semiconductor sensor having a relatively large 
contact area Is used. 

10 32. An apparatus according to any one of claims 8 to 
10, wherein as the template data, data obtained by 
divisionally detecting the target collation surface 
using a sensor having a detection area smaller than 
the total target collation surface of the object to 

15 detect a plurality of segmented data and synthesiz- 
ing the segmented data is used. 

33. A surface shape recognition method of detecting 
the shape of a target collation surface of an object 

20 having a small surface shape pattern and compar- 
ing and collating the shape with predetermined 
data to authenticate the object, characterized by 
comprising the steps of: 

25 electrically detecting the surface shape pattern 

in a partial region of the target collation surface 
of the object by surface shape detection means 
constructed by a plurality of sensor elements, 
partially reading out, as collation data, template 

30 data representing the surface shape pattern of 

the entire target collation surface, the template 
data being obtained from the object in 
advance, comparing the collation data with the 
detection data, and performing determination 

35 for authentication between the template data 

and the object on the basis of a comparison 
result. 

34. A method according to claim 33, further comprising 
40 sequentially partially reading out the template data 

from each position as the collation data, and per- 
forming determination for authentication of the 
object on the basis of the comparison result 
obtained for each collation data. 

45 

35. A method according to claim 34, further comprising 
storing a plurality of template data obtained from 
the object, and performing determination for 
authentication between the object and the plurality 

50 of template data. 

36. A method according to claim 33, further comprising 
instructing said detection means to acquire the 
detection data in accordance with a predetermined 

55 timing signal, and performing determination for 
authentication of the object using the obtained 
detection data. 
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37. A method according to daim 33. further comprising 
detecting a position of the object relative to said 
surface shape detection means, and reading out 
the collation data from a corresponding region of 
the template data in accordance with the detected 5 
position of the object. 

38. A method according to claim 33, further comprising 
detecting a plurality of detection data from the 
object, performing collation determination between 10 
the template data and each of the plurality of detec- 
tion data, and performing determination for authen- 
tication of the object on the basis of each collation 
determination result. 



39, A method according to claim 38, further comprising 
using, as the plurality of detection data, data indi- 
vidually detected from different positions of the 
object. 



75 



20 



40. A method according to claim 39, further comprising 
counting the number of coincidences or incoinci- 
dences or the numbers of coincidences and incoin- 
cidences in the collation determination results 
between the detection data and the template data, 25 
and performing determination for authentication of 

the object on the basis of the counted number of 
coincidences or incoincidences. 

41. A method according to daim 36, further comprising 30 
using, as the timing signal, a signal output in 
accordance with contact between the object and 
said surface shape detection means. 

42. A method according to claim 36. further comprising 35 
using, as the timing signal, a signal output every 
predetermined period. 

43. A method according to claim 36, further comprising 
using, as the timing signal, a signal output in 40 
accordance with a moving amount of the object 
which moves white being kept in contact with said 
surface shape detection means. 
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(54) Surface shape recognition apparatus and method 



(57) A surface shape recognition apparatus in- 
cludes a detection circuit, comparison circuit, storage 
circuit, and control circuit. The detection circuit electri- 
cally detects a surface shape pattern In a partial region 
of the target collation surface of an object using a plu- 
rality of sensor elements and outputs detection data rep- 
resenting the surface shape pattern. The comparison 
circuit compares the detection data from the detection 
circuit with predetermined collation data and outputs a 
comparison result. The storage circuit stores template 



data representing the surface shape pattern of the entire 
target collation surface, the template data being ob- 
tained from the object in advance. The control circuit 
partially reads out, as collation data, the template data 
stored in the storage circuit from an arbitrary position, 
outputs the collation data to the comparison circuit, and 
performs determination for authentication between the 
template data and the object on the basis of the com- 
parison result from the comparison circuit. A surface 
shape recognition method is also disclosed. 
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